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ABSTRACT

Format preserving encryption(FPE) performs encryption with preserving the size and format of plain-text. Therefore, it is
possible to minimize the structural change of the database before and after the encryption. For example, when encrypting
data such as credit card number or social security number, it is possible to maintain the existing database structure because
FPE outputs the same form of cipher-text as plain-text. Currently, the National Institute of Standards and Technology (NIST)
recommends FF1 and FF3 as standards for FPE. Recently, in Korea, FEA, which is a very efficient FPE algorithm, has
been adopted as the standard of FPE. In this paper, we analyze FEA and measure the performance of FEA by optimizing it
in various environments.
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Table 1. Matrix m
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1: uint8_t GF_mul(u8 a, u8 b)
2: {

3: uint8_t result = 0, t;
4: while (a != 0)

6: {

7: if ((a & 1) '=0)
8: result ~= b;
9: t = (b & 9x80);
10: b <<= 1;

11: if (t = 9)

12: b *= 0x71;
13: a >»=1;

14: }

15: return result;

16: }

Fig. 4. Serial C language source code for Galois
field multiplication
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Table 2. Used AVX2 commands
/—{0110 1001 Iowoo 1100] {1101 0101]
AVX2 .
q Explanation vpand
commarn - \{oooo 0001 Ioooo 0001 ] {oooo 0001 ]
Load 256bit data
vmovdqu . I
(memory < register)
Broadcast Sbit data to all /—[oooo 0001 Ioooo oooo] [oooo 0001]
vpbroadcastb . . )
pack in a register vpempgi
Compute the bitwise \—[oooo ooooIoooo 0000] {oooo ooooJ
VpXOr . .
P XOR of 256bit registers I
vpand Compute the bitwise /{1111 1111 Ioooo 0000] {1111 1111J
AND of 256bit registers vpand
Compare packed 8bit
. 0111 DOO‘IIDT‘H 0001] [0111 0001]
vpcmpgtb integers for greater-than,
and store OxFF I
vpstlw Shift packed 16bit [0111 000110000 oooo] {0111 0001]
(vpsllw) integers in a right(left) )
Fig. 5. Example of AVX2 parallel flow for
conditional statements in Galois field
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Table 3. Performance comparison of FPE algorithm in Intel(R) Core(TM) i7-4790

1) Serial cod
Method . ) Serial code : 2) SIMD (AVX2)
Naive code look-up table applied
Algorithm key schedule | encryption | key schedule encryption key schedule encryption
FEA-1-128 0.007 ms 0.014 ms | 0.0014 ms | 0.0028 ms | 0.0007 ms 0.0014 ms
FEA-1-192 0.009 ms 0.016 ms | 0.0016 ms | 0.0032 ms | 0.0009 ms 0.0016 ms
FEA-1-256 0.010 ms 0.019 ms | 0.0019 ms | 0.0037 ms | 0.0010 ms 0.0018 ms
FEA-2-128 0.011 ms 0.019 ms | 0.0021 ms | 0.0043 ms | 0.0011 ms | 0.0021 ms
FEA-2-192 0.013 ms 0.023 ms | 0.0028 ms | 0.0052 ms | 0.0014 ms | 0.0025 ms
FEA-2-256 0.013 ms 0.026 ms | 0.0028 ms | 0.0057 ms | 0.0015 ms | 0.0028 ms

pack 5% OxFFZ w73t p(t)e 16415l
0x71(=e 7 WA HeE)R A% g2
and4bs 3EcH(Fig. 69 & 7). °] 42 3
(e F39]) vlEZF 19 packEel ds|Aw
0x71 (= 7 HA \45)S dislr] gt #4o]
th(Fig. 5). o] #Ad| sl AVX2 FAd4Ss 2
8 & P QAR AVX29] A9 FAldARS FH
16bit*El AQ5t7] wjEell 8bit =71 dle]E
e B A odAe FAAARS AHEHA et
oluf F WA Wel var2e o1zl 8x8 PH m
o] aEold F WA HeES dAzEd g
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3¢ BEEAAE) Fig. 40 vehd v]E w9 o]
Tk wWER S8l 98l AVX2 HHEe]
vpsrlw(vpsllw) & 8319t AVX29] B|E o]
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Z7)9) WE v FEAY el F7H4ql
Aiks %&i g} dg HAE Fig. 79 #o]
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v
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Il
0011 110010010 mo}

[0110 1010}

Fig. 7. Example of 8bit unit 1-right shift in
AVX2
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vpsrlw (vpsllw) &
°34° 33 F(Fig. 89 £ 2)
9] 4% 0xFE(&E2%9 4% xTH=E 744 4
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t}). &, 16bit Z7|2 H|EolF A4ks 3 &
8bit w9 3 (= HAH9) HIEE 002 A
ko 2y 8bit 27|19 W|Ee]ES 43t FEA
= g we it 74]"°1V1 2" 749 7§ Galois
fleld FA AARS F 649 FIIARE HE 3
2‘11«] Galois field #41 odalgte = ik 7

AR
Table Bt PC374<l Intel(R) Core(TM)
i7-4790 #llA FEAS &4 Izef AVX2 ¥
e Fro| Aes vlagt v|uxoe]w zhzke] 3

1)

A& 100,000 HHE afel & =2AH AZES
100,000°-% ‘/}-r"i it oju] 2HE F==
Ubuntu Desktop = AAA N4 GCC #Audz]
£ 58 s Ao AVXZi g %f& W

¢ A% Windows 10 64bit & A
Visual studio 2015 Agd=]= %oﬂ ‘53 =4
stodch ek WA Z7)e AZE A A o
2}
s

ol
and
o
i

B2 vl 9] wel] (Ao T FA3
© dake wA) 63bit 27]el AT 24

_asm {
vpsrlw ymme, ymme, 1;
vpbroadcastb ymml, a;
vpand ymme, ymme, ymml;

vih wWwiN Bk

}

Fig. 8. Assembly code for Fig. 7
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Table 5. Performance comparison of FPE algorithm in Intel(R) Core(TM) i5-4590

1) Serial code

Method : ‘ 2) SIMD (SSE2)
Naive code look-up table applied
Algorithm key schedule | encryption key schedule encryption key schedule encryption
FEA-1-128 0.008 ms 0.016 ms | 0.0016 ms | 0.0032 ms | 0.0011 ms 0.0021 ms
FEA-1-192 0.009 ms 0.017 ms | 0.0017 ms | 0.0035 ms | 0.0012 ms 0.0024 ms
FEA-1-256 0.010 ms 0.020 ms | 0.0020 ms | 0.0041 ms | 0.0014 ms 0.0028 ms
FEA-2-128 0.011 ms 0.021 ms || 0.0024 ms | 0.0046 ms 0.0016 ms 0.0032 ms
FEA-2-192 0.013 ms 0.025 ms | 0.0030 ms | 0.0057 ms 0.0020 ms 0.0037 ms
FEA-2-256 0.015 ms 0.028 ms || 0.0031 ms | 0.0062 ms 0.0022 ms 0.0042 ms
Asielch Fol A5 16702] HolHlE FAo) A2l 4 it

AL gk 7] AololA] look-up
o AFAcof vla)] 2 5

3
o) A% 5849 A% wolow] wWal TR A9

e CER L

v, look-up tablee] A-&%
= Z2gAel A5S Byt #
I

7Y FEA dae|Fel dhste]

10,000,000 ®9| stushs a3 44 oF 3% A
)

= 485 gi}s

3.2 Intel(R) Core(TM) i5-4590 M0|A SSE2E&
g28 FEAQ| #E 73

SSE2= 128bit =7]9] #A|2ES 8437 v

Table 4. Used SSE commands
SSE
Explanation
command
Load 128bit data
movdqu .
(memory < register)
Compute the bitwise XOR of
pXor . .
128bit registers
Compute the bitwise AND of
pand . .
128bit registers
Compare packed 8bit
pcmpgth | integers for greater-than, and
store OxFF
psrlw Shift packed 16bit integers
(psllw) in a right(left)

3) % g2 AVX2 78 2 thread WEE& &3 59

=5

oll Aol AVX2E 43 W 33} niir)
AR SSE2 olAEeE &43le Galois field #
A Aiks WE AElEkgler Table 4= A"
SSE2 wWaels vehdicl AMEE wEoje] g2
S AVX29] Tl et FdsA|RE 128bit #HA
2ol digk QA4be g3Pete}. w3k SSE29] 4§
HREAN2E F5E AU3HA] ¢7] wiol 128bit
719 wdE AP Aol disgidaks a3t
t}.

Table 5% PC%74l Intel(R) Core(TM)
i5-4590 “el4 FEAS A&7d =9} SSE ¥
g8 7=e A5S vxd vlaxeld 3,143
Fdg wAlo g A5s ZAsh o)y AH Z=

Ubuntu Desktop =3 AAd14 GCC g}
g5 53 A5 A9 en SSEE &48 W
Fe9] 7% Windows 10 64bit 3 A=l Akel

Visual studio 2015 #HAzdelE &3l 452

e 2ol pe e

Ay Fro| A Fdd 7] ZoloA look-up
tableo] 4% FHLE £ HHFTo vl &+ 5
ol AE A&l Aes Beon WY 7o A
2 78 ¥} oF 754, look-up tableo] #&%
T8 By} ok 1 45 Ax T84 AES B}

(¢3

3.3 ARM Cortex-A53 &0ilM ARM-NEONS &t25t
FEAQ| 8g 78

ol AolX{= ARM Cortex-A53 AellA
FEA® A%5& =43} ARM Cortex-Ab53+
NEON SIMDE A¥3t 128bit =719 A
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Table 7. Performance comparison of FPE algorithm in ARM Cortex-Ab3

1) Serial cod
Method . eria’ code ‘ 2) SIMD (NEON)
Naive code look-up table applied
Algorithm key schedule | encryption key schedule encryption key schedule encryption
FEA-1-128 0.056 ms 0.127 ms 0.010 ms 0.024 ms 0.0038 ms 0.0074 ms
FEA-1-192 0.065 ms 0.145 ms 0.011 ms 0.029 ms 0.0044 ms 0.0086 ms
FEA-1-256 0.076 ms 0.154 ms 0.015 ms 0.031 ms 0.0051 ms 0.0099 ms
FEA-2-128 0.085 ms 0.165 ms 0.016 ms 0.037 ms 0.0057 ms 0.0110 ms
FEA-2-192 0.102 ms 0.191 ms 0.022 ms 0.043 ms 0.0070 ms 0.0128 ms
FEA-2-256 0.111 ms 0.220 ms 0.024 ms 0.050 ms 0.0077 ms 0.0147 ms

25 &4}

HDAVX2 2 SSE29 T vhiAE
NEON SIMDE &3] Galois field ¥4 <
AR #E Ao Table 62 AH-E NEON
intrinsic W&ol E vepdc}

ARM-NEON2 SSE ¥ AVXel g2 <4l
e o A F e HRA2EE FAg 799
Tz Waksol 3l oS So] Xor A4k
< A WA HRA2HE 64bit ©Hele] HEER T
stal 7 WA HA~EE 16bit @9l HFER

o

1o

4 o ol

Table 6. Used NEON commands

SSE .
Explanation
command
vldlg u8 Assign an array of 8bit
4 data to a 128bit register
q 64 Broadcast a 64bit variable
vdupq n_u
Pt to a 128bit register
Converts a 128bit register
vreinterpretq | consisting of two 64-bit
_u8_u64 variables into 16-8bit
variables
Compute the bitwise AND
vandqg u8 . . .
in 8bit unit
Compute the bitwise XOR
veorq_u8 . . .
in 8bit unit
la u8 Multiplication operation in
vmulg u
i 8bit unit
vshrq u8 Shift packed 8bit integers
(vshlg_u8) in a right(left)

4) 3% 78 NEON intrinsice2 78594

AA8lS w, SSE v AVXE 3] 7 7Re] A
2ol 3k Xor(pxor T+ vpxor) A4HE 3t
4 AR NEON9| A% A= ofd z27]e] HeR
o] Folxl T HAAEE FUT F7|9 W T2
2 Wgsfolut gt} 3 vreinterpretq u8_u64
= dlF HHE sk el 64bit M A
22 o]Fzl HA2EE 8bit AR AsAE
t}. w3 Galois field #41 4ty F HAke] (=
o) BlEZL 191 A9 d" $1A (pack)ell
0x71(xe F WA H4 var2)S digdskes 3ol
AAxks 38 4= 9lel. SSEY AVXe] A
2> 4 16bit =¢HE A Lsp] wE

S aEEA] YA Rt NEON®| 7§
3 FA dabe] 7lsslr] el

Fig. 93} #e] %19 A& FHslgtH(Fig. 92
Fig. 5ol sidsl= 2] NEON a4k #A49)).

/‘[0110 1001 | 0100 1100]

vandq_u8

s
ﬂ
_(|){_1‘
do

[1101 0101 J

[OOOO 0001 }

/‘[ 0000 0001 | 0000 0000 ]

vmulg_u8

0000 0001 IOOOO 0001 ]

[OOOO 0001 J

0111 0001 Iom 0001 ]
Il
0111 0001 Ioooo oooo}

[0111 0001}

—

[0111 0001}

Fig. 9. Example of NEON parallel flow for
conditional statements in Galois field
multiplication
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Table 8. Performance comparison of FPE algorithm in 32-bit ARM core and 8-bit AVR
. 1) AT91SAM3XS8E
pironment (32-bit ARM core) 2) ATmega328/P
- - (8-bit AVR)
Naive code look-up table applied

Algorithm key schedule | encryption | key schedule | encryption | key schedule encryption
FEA-1-128 1.5 ms 3.1 ms 0.4 ms 0.8 ms 6.0 ms 13.0 ms
FEA-1-192 1.8 ms 3.6 ms 0.4 ms 1.0 ms 7.0 ms 15.0 ms
FEA-1-256 2.0 ms 4.1 ms 0.5 ms 1.2 ms 8.0 ms 17.0 ms
FEA-2-128 2.3 ms 4.6 ms 0.6 ms 1.3 ms 9.0 ms 19.0 ms
FEA-2-192 2.8 ms 5.4 ms 0.7 ms 1.5 ms 12.0 ms 22.0 ms
FEA-2-256 3.0 ms 6.1 ms 0.8 ms 1.7 ms 13.0 ms 25.0 ms
3 NEONY 7% 8bit ©$]9] w]Eo|F ¢lite]

wHH g2 7153517] uldol Fig. 79 22
A& AT 5 i)

L

2734
o wjeba ol Aol

ALsle AL 158l
32bite] AQHA~H =

Table 7<= ARM Cortex-A53 Aell4 FEA2] 1% Ze A Al o] A5 EPCE FEAS F
z]aﬂq-s:] ::71:9} NEON H:!Eﬂ?——{si ::h:,q H‘—O "_iﬂ—‘;]_.
n|wgk vlaselw 3,147 T wAlor Aes FEAS] W 4L xord and AAike = 3=
At oln) =& =4 Ubuntu MATE ¥ T glom M i7l°ﬂ FgE A= v EDS] o]F
FAAGAAN GCC FHARLdHE T3l 455 FA3} I 2 ik 8bit =72 F3E7] e od4b
et of gk £ wealgtelA Ao}, v BE
2Y Fro] A9 Fdd 7] ZHololA look-up 64bit W4ES 32bit W F N2 Fafjornt &
tablee] ZH4% L ¢4 APIcof uls] <k t}.
5.2v A= &&A oS Hoh wWHE 73 Table 82 AT91SAM3X8E(32-bit ARM
745 A" 73wl oF 159, look-up tableo] core Processor)?t ATmega328/P(8-bit AVR
A4" 7o Hoh oF 3u) AE 3 8AQ A5 Processor)dellAl $19] mejrlels A8ste] 74
o ARM Cortex-A53 H74<4¢] NEON H = FEAo| gt A5-& vepdic), oju 2E& 242
g Ffo| PC 3ellx2 SSE ¥ AVX2¢] Wer Arduino IDE #9=E ) 4319}
o} 2822 A=) ATI91SAMS3XSE (32-bit ARM core
Processor)AellAde & AHFZ=9 look-up
IV. 1oT ¥ embedded SAS 12{st 32-bit tableo] A-&d =& ZAskch look-up

ARM core Processor2t 8-bit AVR

tablee] A48 Ta| A% ¢4 Hzed] w3

Processor0iM2| FEA 8

o]l Aol = [oT % Embedded 3744 18
sl x| AbeF Al AT91SAM3XSE(32-bit
ARM core Processor)®t ATmega328/P(8-bit
AVR Processor)Aellx FEAS 33,

IoT ¢ Embedded &74<& 7HHE
AT91SAM3X8E % ATmega328/P% 32bit<]
AR 28 2715 Zderh S 919 el A
Q2 Add 5 gls e ﬂﬂ% 32bitelct.
gy FEAS A$ AP o2 64bit Z7]9] W

A e

ok 2 ~ 3 AR FgAd AL wr)
ATmega328/P (8-bit AVR Processor)2 7%
256x8 byte #F9 vlxgE I3 5 7] W
o 4 JEI o dighk AewhE A5

V. 28 ¥ g% o7

el dEnls HeRe e 2% o
ae]Fe]l FEAS thfdd #7elx Fdste o s
& A58tk PC 2 2wl ~mEES spHE
#AelM= FEAY ¢4 Ad3ac, A% 4 4
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